NuadopManmMoHHAs NAMATKA JIJIF 00VUAKINMXCH AJIA pasMeIleHus Ha
obumunaanubix UHTEpHET-pEecypcax™

C KaXIbIM TOAOM MOJOJSKH B MHTEPHETE CTAHOBUTCS OOJIbIIIE, & IIKOJIBHUKH OJHU U3
CaMbIX AKTHMBHBIX NOJIb30Baresied PyHera. Mexay TeM, ITOMHMO OTPOMHOIO KOJMYECTBA
BO3MOXXHOCTEH, HHTEpHET HECeT M NpoOiieMbl. JTa mNaMmsATKa [OJDKHA MNOMOYb Tebe
0€3011aCHO HAXOIUTHCS B CETH.

Komnbrorepabie BUPYChI

KoMIbIOTEpHBI  BUPYC - 3TO Pa3HOBHUJIHOCTb KOMIIBIOTEPHBIX  IPOTIPaMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOH SIBISIETCS CHOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT MOBPEAUTH UM MOJHOCTBIO YHUUTOXHUTH BCE (haiibl U
JaHHbIE, TOJKOHTPOJIbHBIE TI0JIB30BATEN0, OT UMEHH KOTOPOro Oblja 3alylleHa 3apakEHHas
IpOrpaMma, a TakyKe MOBPEIUTh WIH JaKe YHUYTOXHUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
(aiinamu B 1ejaoM. B OoNbIIMHCTBE ClydaeB pacpOCTPAHAIOTCS BUPYCHl YePe3 HHTEPHET.

MeToabl 3aUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMbI, UMEIOLNE CEPhE3HBINA YPOBEHb
3aIIUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. IloctossHHO ycTaHaBiaMBaid matuu (UM(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C LEIbI0 JOPaOOTKH NPOrpaMMmbl) U JIpyrue€ OOHOBJIEHHSI CBOEH
omneparmoHHo# cuctembl. CkaunBail UX TOJIBKO ¢ oduiuanbHOoro caiita paspadorunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOEM KOMIBIOTEpE MO/ IIpaBaMH IOJIb30BATENS, @ HE a]MUHUCTpATOpA.
OTO HE MO3BOJUT OONBIIMHCTBY BPEIOHOCHBIX IMPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
[IEPCOHAJILHOM KOMIIBIOTEDE;

4. cnionb3yii aHTUBUPYCHBIE POIPAMMHBIE ITPOJYKTHI H3BECTHBIX IPOU3BOIUTENEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnionb3yil BHEITHUE HOCUTENU UH(OPMAIIK, TAKKE KaK (uiellika, TMCK Win (aiii u3
MHTEPHETA, TOIBKO U3 MPOPEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBail KOMIBIOTEPHBIE (DAIIBI, MOTYYEHHBIE U3 HEHAAEKHBIX MCTOYHHUKOB.
Jaxxe Te (aiiabl, KOTOpbIE MPUCTANT TBOM 3HAKOMBIN. Jlydllle yTOYHM y HEro, OTIPAaBIIS JI
OH Te0€ UX.

Cern WI-FI

Wi-Fi - 310 He BuI nepegavyd JaHHBIX, HE TEXHOJIOIHs, a BCETO JIMIIb OPEHJ, MapKa.
Eme B 1991 romy nHuumepmaniackass xommnanusi 3apeructpupoBana Opern "WECA", dro
obo3nauano cnoBocodyetanue "Wireless Fidelity", koTopelii mepeBoguTCs  Kak
"GecnpoBOIHAS TOYHOCTH".

Jlo Hamiero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTOpas SIBJISETCS TaKOW xKe
TexHojorue. 910 abbOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO aHO C HAaMEKOM Ha
CTaHAapT BbICHIMI 3ByKOBOM TexHHKU Hi-Fi, yTo B mepeBojie 03HavaeT "BbICOKasi TOUHOCTH".

Ja, OecryiaTHBIM MHTEPHET-IOCTYI B Kade, OTeNIX U a’pornoprax SBISETCS OTIMYHON
BO3MO>KHOCTBIO BbIX0Jla B UHTepHET. HO MHOTHE 3KCIEpThl CYUTAIOT, YTO OOIIEIOCTYITHbBIE
Wi-Fi cetn He sSBiIsIIOTCS 0€30MACHBIMH.

CoBeTslI 10 0€30MacCHOCTH PaboTe B 00MIENOCTYHBIX ceTsx Wi-Fi:

1. He mepenaBaii cBoto nuuHyro uHpopMmanuw udepe3 oOmenoctymnabie Wi-Fi ceTn.
PaboTas B HUX, *enaTelIbHO HE BBOAUTH NMApOJIH J0CTYMa, JOTUHBI U KAKHEe-TO HOMEPA;




2. Ucnonp3yil 1 OOHOBIISIE aHTUBUPYCHBIE MPOTpaMMBbl U OpaHaMaysp. TeM caMbIM ThI
o0e3omnacHilb cedst OT 3aKaYyKy BUpPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkumo "OOummii goctym k daitnam u
npuntepam". JlaHHas YHKIIUS 3aKpbITa MO0 YMOJIYAHHUIO, OAHAKO HEKOTOPHIE MOJIb30BATEIH
aKTUBHUPYIOT €€ /Il y100CTBa UCTIOIb30BaHUsI B paboTe Uin yueoe;

4. He ucnonb3yii nyonuunsiii WI-FI ayis nepenaun JTUYHBIX AaHHBIX, HApUMeEp IS
BBIX0/1a B COLIMAJIbHBIE CETU WM B AJIEKTPOHHYIO MIOYTY;

5. Unonw3yi Tonbko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, 1.e. nipu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wmoOwibHOM Tenedone ortkmoun ¢GyHknmoo "lomkmodenne k  Wi-Fi
aBToMaTruecku'". He normyckait aBTOMaTHYeCKOTo MOAKIIIOYSHHS yCTpoiicTBa K ceTsiMm Wi-Fi
0€e3 TBOEro corjacus.

CouuajibHbIe ceTH

CounasibHble CETH aKTUBHO BXOJST B HAIlly KM3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM TOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MWLIMAPHA YEJIOBEK, YTO SIBISIETCS
OJHOM CEObMOM BCEX JKUTENCW IUIAHEThl. MHOTME TOJB30BaTEIM HE MOHUMAKOT, YTO
nHpopmarusi, pa3MeIleHHasT WMH B COLMAIBHBIX CETSAX, MOXET OBbITh HalijieHa u
HCIIOJIb30BaHA KEM YTOJTHO, B TOM YHCJIE HE 00513aTEIbHO ¢ OJaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 10 0€30MACHOCTU B COIIMAIBHBIX CETSIX:

1. Orpannup crucok npy3ed. Y TeOs B JApy3bsiX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amminai CBOIO 4YacTHYIO KM3Hb. He ykaspiBail maposu, TenedoHbl, aapeca, Aary
TBOETO POXIECHUA U JIPYTryl0 JHUYHYI0O HMHPOPMAIMIO. 3JTOYMBIIUICHHUKH MOTYT
HCIIOJB30BaTh Jlake UHGOPMAIIMIO O TOM, KaK Thl U TBOW POJUTENN IUIAHUPYETE MPOBECTHU
KaHUKYJIbI;

3. 3amuiai CBOI penyTaluio - JIep>KU €€ B YUCTOTE U 3a/1aBail ce0e BOMpOc: XOTeN Obl
ThI, YTOOBI JPYTUE MOJIH30BaTEIN BUJICIIU, YTO ThI 3arpy»kaeiib? [logymail, mpexie uem uto-
TO OMyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHULIB C JIIObMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE PEAIBHOE
UM U JPYTYIO JIMYHYI0 HHHOPMAITUIO: UMSI, MECTO KUTEJIbCTBA, MECTO yUeObl U MpoUee;

5. U36eraii pazmenienust pororpaduii B IaTepHeTe, rie Thl H300pa’keH Ha MECTHOCTH,
10 KOTOPOM MOYHO OIPEAEIIUTH TBOE MECTOIOJIOKECHHUE;

6. [Ipu peructparu B COIMAIBHON CETH HEOOXOAMMO HCIIOIH30BAThH CIOKHBIE TTAPOJIH,
cocrosime u3 OykB 1 U(dp U C KOJIUIECTBOM 3HAKOB HE MEHEE &;

7. JIns counanbHOM CEeTH, TIOYTHI U IPYTUX CAaTOB HEOOXOIMMO HCIIOIh30BATh PA3HBIC
naponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBINUJICHHUKH TMOJMy4YaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHbIE ICHbI' U

DJIEKTPOHHBIC JACHBIU - 3TO OYE€Hb YAOOHBIA CIOCOO TuIaTekel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT MOJTYYUTh 3TH JE€HBIU.

DJIEKTPOHHBIC JCHBI'M MOSBUJIMCH COBCEM HEIABHO W MMEHHO H3-3a 3TOTO BO MHOTHX
rocyAapcTBax 70 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum ke oHM (QPYHKIIMOHHPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, TIe UX
pa3eNisiloT Ha HECKOJbKO BUJOB - AHOHHMMHBIE M HEAaHOHUMHbIE. Pa3HuIla B TOM, 4YTO
AHOHMMHBIEC - 3TO T€, B KOTOPBIX pa3periaeTcsl MPOBOJIUTH Omepanuu 0e3 UACHTH(PUKAINHA
MOJIb30BATEINS], @ B HEAHOHUMHBIX MJICHTU(DHUKAIIMS TTOIH30BATENS SBISETCS 00s13aTEIHHOM.




Taxke crnenyer paznuyarh 3JEKTPOHHBIE (PUATHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 10 06€30MacHO paboTe € ANEKTPOHHBIMU JICHbraMU:

1. IlpuBspku K cueTy MOOWIIBHBIN TenedoH. DTO caMblii yIOOHBINH U OBICTPBIN CIIOCOO
BOCCTAaHOBUThH JOCTYN K cueTy. [IpuBsizaHHbI TenedoH MOMOXKET, eciu 3a0yJellb CBOM
IJIATEKHBIN NapoJib WIIN 3aiJEIb HA CAlT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HUcnonw3yii ogHOpa3oBble maponu. llocne mepexoia Ha YCHIIEHHYIO aBTOPH3ALUIO
Tebe yke He OyJIeT yrpoKaTh OMacHOCTh KPaXKU WJIM TMepexBaTa MIaTeKHOIo MapoJis;

3. Beibepu cioxHblii mapoiib. [IpectynmHukam OyneT HENmpOCTO yrajiarh CIOMKHBIN
napoJyib. HanexxHple mapojii - 3TO HapoJid, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB H
BKJIIOYAIOT B Ce0sl CTPOUHBIE M MPOMHUCHBIE OYKBBI, IU(PPHI 1 HECKOJIBKO CHMBOJIOB, TaKHe
KaK 3HaK JoJuiapa, (yHTa, BOCKJIHMIIATEIbHBIN 3HaK U T.11. Hammpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAalTaX, KOTOPBIM HE JOBEPSICIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS IIOYTA - 3TO TEXHOJIOTUS U MPEIOCTABIIIEMBIE €10 YCIYTH I10 MEPECHUIKE U
MOJIYYEHHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE PACIPEAEISIOTCS B KOMIIBIOTEPHOUM CETH.
OOBIYHO  DJIGKTPOHHBIM  TMOYTOBBIM  SAIUK  BBITJAAAT  CHEAYHOIIUM  oOpazom:
UMs_TIOJIb30BaTEA(@HUMs_JTOMEHa. Takke KpoMme MepeJayd MpPOCTOro TEKCTa, HMEETCs
BO3MOXKHOCTb TepeiaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 6€30MaCHON PabOTe C INEKTPOHHOW MOYTOM:

1. Hamo BIOpaTh MpaBUIIbHBINA MOYTOBBIN CEpBHUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPSATH TEM, KOTO 3HACIIb U KTO MEPBBIii
B PEUTHUHIE;

2. He yka3piBaii B IMYHOW moyTe JU4YHYyI0 nHPopmanuto. Hanpumep, nydiie BoIOpaTh
"My3bIkanbHbI _panHaT@" wim "pok2013" BmecTo "Temal3";

3. Mcnionp3yil ABYX3TANHYIO aBTOPU3AIMIO. ITO KOT/Ia TOMUMO HapoJisi Hy>KHO BBOJUTH
KOJI, TpUChUIaeMbIil o SMS;

4. BoiGepu cioxHBIA Taposib. JJisi KaXJAOro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJIb;

5. Eciin ecth BO3MOXKHOCTh HAalMCaThb CaMOMY CBOW JIMYHBIA BONPOC, UCHOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yll HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbI Jyisi YaCTHOW MEPENUCKH C
aapecaTaMy, KOTOPBIM ThI JIOBEPSECIIb. DTO 3JIEKTPOHHBIN aJpec HE HAJ0 MCIOJIb30BATh IIPH
peructpanuu Ha opyMax U canTax;

7. He oTkpsiBail (ailyibl U Apyrue BIOKEHUSI B MUChMax Ja)e €CIU OHU MPHUIILIU OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (paitsibl;

8. Ilocie oxkoH4yaHWsi paOOThl Ha MOYTOBOM CEPBUCE MEPE]d 3aKPhITHEM BKIAIKUA C
calToM He 3a0yap HaxaTh Ha "BeiiTu".

KuoepOysimHr ujim BUPTyaJbHOE U3/1€BATEJIbCTBO

KubepOy/uivHr - TpeciieOBaHUE COOOIICHUSIMHU, COJEpXKAIUMH  OCKOPOJICHUS,
arpeccuio, 3alyruBaHHe; XYJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C MOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 00pH0E ¢ KHOESPOYIITHHTOM:

1. He 6pocaticsa B 60ii. Jlyummmii cmoco0: mMOCOBETOBATHCS KaK ce0si BECTH W, €CJIM HET
TOT0, K KOMY MOHO OOpaTHThCs, TO BHauaje yCHOKOUThCsA. Ecau Thl HauHeUIb OTBEYATh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBKO €1I1e OOJIBIIE PA30XKKEITh KOH(IIHUKT;

2. YopaBnsii cBoeil KHOeppenyTaimei;




3. AHOHUMHOCTH B ceTH MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOHUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He crout BecTu XyJaUTaHCKHM 00pa3 BUPTyalibHOM ku3HU. HTEepHET PUKCHpyeT Bce
TBOU JICUCTBUSA U COXPAHSET UX. Y JAIUTh UX OyJEeT KpailHe 3aTPyIHUTEIBHO;

5. CobGnrogaiil cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbli HeraTuB. OQHOpPA30BbIE OCKOPOUTENBHBIE COOOIECHUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4yaabHOW CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMU, B
COILIMAJIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHUPOBKHU OTIIPABKU COOOIIEHUHN C OMPEEICHHBIX
aJpECoB;

8. Ecmm TBI cBumerens kubepOymiuHra. TBou JAEWCTBUA: BBICTYHNHUTH HPOTHUB
npeciaeaoBaTensl, NoKa3aTh €My, YTO €ro JIEUCTBUS OIEHHWBAIOTCS HETaTHBHO, MOJAEPKATh
KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKasi IOMOIb, COOOIUTH B3pPOCHBIM O (hakTe
arpeCcCUBHOIO MOBEACHUS B CETH.

MoOuabHbIi Tejie)oH

CoBpemenHble cMapTQOHBI U IUIAHIIETHI COJAEpPk AT B ce0e BIIOJHE B3POCIHbBIN
(yHKIIMOHAJT, U TENeph OHM MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpeaCTB 3alllUTHI IJIs MOJOOHBIX YCTPOMCTB MOKa OY€Hb Majo. TecTUpoBaHHUE U
MOMCK YSI3BUMOCTEW B HHUX IMPOUCXOJHUT HE TaK MHTEHCHBHO, Kak 1is [IK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX TTPUIIOKEHUH.

CoBpeMeHHbIe MOOUITbHBIE Opay3ephl YK€ MPAKTUUECKHU JOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacliupeHue (QPyHKIMOHAJIa BIEYET 32 COOON OOJIBIIYIO CIOXKHOCTh U MEHBIIYIO
3aIIUIIECHHOCTb.

Jlaneko He BCe MPOM3BOAUTEMN BBIMTYCKAIOT OOHOBIICHHMS, 3aKPBIBAIOIINE KPUTHUCCKUE
YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJi 0€30MaCHOCTU MOOMJILHOTO Tesne(oHa:

1. Huyero He sBISIETCS MO-HACTOAIIEMY O€CIIaTHBIM. Bynb OCTOpOXeH, Belb KOTIa
Te0e mpeayiaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHHIC
YCIyTH;

2. Jlymaii, mpexxae yeM otipaButh SMS, ¢oto unu Buaeo. Thl TOUHO 3HACHIB, T/I€ OHU
OyayT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOoHa;

4. Vconb3yit aHTUBUPYCHBIE TIPOTPaAMMBI JIJIsi MOOMIIBHBIX TeTe(OHOB;

5. He 3arpyxaii npuiaokeHus: OT HEM3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT COJIEP>KaTh
BpPEJIOHOCHOE MPOTPaMMHOE 00€CTICUeHNUE;

6. [Tocie Toro Kak ThI BBIMACIIL C caiiTa, e BBOAWI JIMUHYIO WH(OpMAIUIO, 3aiiid B
HacTpoiku Opaysepa U yaaiu cookies;

7. lleprioinuecku poBEPs KaKUe IIIATHBIEC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOIl HOMep MOOWJILHOTO TejedoHa TOJBKO JIOJSAM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;

9. Bluetooth nomxeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE MOJb3yelibcs. He 3a0biBait
WHOT/Ia POBEPSITH ITO.

Online-urpsi
CoBpeMEHHbIE OHJIAWH-WIPBI - 3TO KPAcOYHBIC, 3aXBATHIBAIOIIME pa3BJICUYCHUS,
OOBEAMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy Mupy. Vrpoku HCCIeNyroT JIaHHBIA MM
MHp, OOIIAIOTCS JAPYT C JPYrOM, BBINOJHSIOT 3aJaHus, CPaXKATCS C MOHCTPAMH H



MOJIy4aloT OMBIT. 3@ yIOBOJLCTBUE OHU IUIATAT: MOKYMAIOT TUCK, OIUIAYMBAIOT aOOHEMEHT
WM IPHOOPETAIOT KaKUE-TO OMIUH.

Bce stm cpeactBa uMAyT Ha MNONAEP)KAHME M Pa3BUTUE WUIPHI, a TaKKE Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPH3AI[MH, BBIMYCKAIOTCS HOBBIC MATYU
(umdpoBbIe 3aMIaTKH 7151 TPOTrPaMM), 3aKPIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mopo0HBIX UTpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJBKO KpaXKu
TBOETO MapoJis, HAa KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3AIMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 0€30MAaCHOCTU TBOETO UTPOBOTO aKKAYHTA:

1. Ecu npyro#t urpok Beet ceds II0X0 WK CO3JaeT Tebe HEMPUATHOCTH, 3a0I0KUPYI
€ro B CIIUCKE UTPOKOB;

2. lloxamyiics aaMUHHCTpaTOpaM WIPbl HAa INIOXO€ IIOBEACHUE JTOTO MIPOKA,
KEJATeJIbHO NPHJIOKHUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto nHGOpMaIuio B mpodaiise urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TaTYU U MOJIBI,

6. Mcionp3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs WIPhl HE CTOMT OTKJIIOYATh AaHTUBHpYC. Iloka ThI Wrpaenis, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

DOUTHHT UM KPa’Ka JUYHBIX JAHHBIX

OObIYHON KpaXkel JIeHer M JIOKyMEHTOB CEroJHs y>K€ HUKOIO HE€ YAMBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTMM 3JIOYMBIIUICHHUKN IEPEMECTUINCh B HMHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " TIOOUMBIM" J1eJI0M.

Tax nosBUiIack HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUILKHT, IJIaBHAS LENb
KOTOPOT'O COCTOMUT B MOJYYEHUU KOH(PHUACHIMAIBHBIX JAHHBIX MOJb30BATENEH - JJOTUHOB U
naposieid. Ha anrnmiickom si3bike phishing unrtaerca kak ¢umuHr (ot fishing - psiOHas
JIOBJISA, password - mapoJib).

OCHOBHBIE COBETHI 110 0OPHOE ¢ PUITUHTOM:

1. Cnean 3a cBoMM akkayHTOM. Eciu Tbl mojo3peBaellb, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTpATOpaM pecypca 00
3TOM KaK MOXHO CKOpee;

2. Hcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, HHTEPHET-Mara3uHOB M
ITIOMCKOBBIX CHCTEM;

3. Vcnonw3y#t cl0KHBIE U pa3Hble mapoiu. Takum oOpa3oM, eciau TeOsi B3JIIOMAIOT, TO
3JIOYMBIIUIEHHUKH TOJIYy4aT JAOCTYN TOJBKO K OJHOMY TBOEMY NMPO(MII0 B CETH, a HE KO
BCEM;

4. Ecam TeOs B3jlOMaid, TO HEOOXOAMMO MPEAyNPEIuUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J100aBIeHbl Y T€Os B APY3bsIX, O TOM, YTO T€Os B3JIOMaIH U, BO3MOXXHO, OT TBOETO
MMEHHU OYyJIeT pacchlIaThCs CIlaM U CChUIKM Ha (DPUIIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbii napoiab (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE TapoJisi B Opaysepe;

7. He oTkpwiBaii (hailyibl U Apyrue BIOKEHHUS B MUCbMaX JaXXe €CJIU OHM MPUIILIU OT
TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

Hugposas penyrauus

[Mudposas pemyranus - 3TO HEraTHBHAS WIHM MMO3UTUBHAS WH(POPMAIHS B CETH O TeOe.
Komnpomerupyromias nadopmainus pa3mMelieHHas B MHTEPHETE MOXKET CEPbe3HbIM 00pa3oM
OTpa3WThCsi Ha TBOEH peanbHOW Ku3HH. "lludpoBas pemyramus" - 3TO TBOW HMHIK,
KOTOpBIN (hopmupyercs u3 nuHpopmarmu o Tede B MHTEpHETE.




TBoe MecTo JKHUTEIbCTBA, Y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl O OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noipoCTKU JETKOMBICIIEHHO OTHOCSTCS K MyOIHKAIUK JIMYHOW UH(OpMAaLUU B
HNHTepHeTe, HE MOHMMAas BO3MOKHBIX MOCJIEACTBUM. ThI Jake HE CMOXKEIIb JI0raiaTbCs O
TOM, 4TO (ororpadusi, pasMeIleHHas 5 JIET Ha3a/, CTajla IPUUYMHON OTKa3a MPUHATH TEOs Ha
paoory.

KoMmMmenTapuu, pasmemeHue TBoux (ororpaguili u JOpyrue AEUCTBHUS MOTYT HE
UCYE3HYTh Ja)K€ IIOCJIE TOTO, KaK Thl MX yAQJIHIIb. Thl HE 3HAEWIb, KTO COXPaHWI 3Ty
MH(pOpPMAIUIO, TI0T1aja JU OHA B TOMCKOBBIE CUCTEMBI M COXPAHWIIACh JIU OHA, a [JIABHOE: 4TO
HOIYyMAIOT O TeOE OKpYyXKarollee J0A1, KOTOpble HAWAYT U yBUAAT 3T0. Haiitu nadopmanuio
MHOTO JIET CIIYCTSl CMOKET JI000M - Kak W3 NOOpBIX MOOYXKIEHWH, TaK U C HaMEpEeHHEM
OPUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI T10 3aIIUTE ITU(BPOBON peNyTaLNHU:

1. ITomymaii, mpexkae 4eM 4TO-TO MyOJMKOBAaTh M TEepenaBaTh y ceOs B OJore WU B
COILIMAJILHOM CETH;

2. B HacTpolikax npo@uiisi yCTaHOBUA OTPaHUYEHUSI HA IPOCMOTP TBOETO NPOMUIIS U €ro
COZIEPKUMOT0, CAEIIAN €0 TOJIBKO "I Apy3€en’;

3. He pa3memaii u He yka3biBail HH(OPMAIMIO, KOTOpPasi MOXKET KOTr0-JIN0O OCKOPOIATH
WM OOMKaTh.

ABTOpCKOE NMPaBo

CoBpeMEHHbIE IIKOJIBHUKH - AaKTHUBHBIE IIOJB30BaTENU IU(PPOBOIO MPOCTPAHCTBA.
OpHako NajneKko HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOKHOCTSIMH IU(PPOBOTO
Mupa TpeOyeT coOJII0IeHUs IIPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIEKTyaldbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3jIUYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yma, HayuHas C HOBBIX M300pETeHMd W 3HAKOB, O003HAYAIOIIHUX
COOCTBEHHOCTh Ha MPOAYKThl M YCIyrd, M 3aKaHuuMBas KHUTramH, (ororpadusmu,
KMHO(DHIbBMaMHU U MY3bIKaJIbHBIMUA TPOU3BEICHUSMH .

ABTOpCKHE MpaBa - 3TO MPaBa Ha UHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BHICTYNAKOT B KAYECTBE FapaHTUH TOTO,
YTO MHTEJUIEKTYaJbHBIA/TBOPUECKUN TpyA aBTOpa He OyAeT HampacHbIM, JacT €My
CIpaBe/UIMBbIE BO3MOXKHOCTHU 3apaboTaTh Ha pe3ysibTaTaX CBOEro TpynAa, MOJIYyYUTh
M3BECTHOCTh U Npu3HaHue. Hukro 0e3 pazpeiieHus: aBTopa HE MOKET BOCIPOU3BOAUTDH €r0
MPOU3BENICHUE, PACTIPOCTPAHSITD, yOJUYHO JEMOHCTPUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATH,
MycKaTh B MPOKAT, ITyOJINYHO UCHIOJIHSATH, IOKa3bIBaTh/UCIIONHTH B 3(hUpe WK pa3MeIaTh B
HNurepnere.

Hcnonp3oBanne '"mUpaTcKOro" MPOTPAaMMHOTO OOECIICUCHHS MOXET TMPUBECTH K
MHOTMM pHUCKaM: OT TMOTepU JAHHBIX K TBOMM aKKayHTaM /O OJOKHPOBKH TBOETO
YCTpOMCTBA, TJIe¢ YCTAHOBJIEHA HelerajgpbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO
CYILECTBYET JIeTaJbHbIC U OECIIaTHBIE TPOTPAMMBbI, KOTOPbIE MOKHO HAWTH B CETH.

* [Tucemo Cosera dexneparn denepanpaoro Codpanust PO ot 12 anpens 2018 r. N 66-02.110/J1b





